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  What is the biggest risk? 
 

 
Companies and government organizations invest 
heavily in cybersecurity technology to thwart 
even the most sophisticated state actors, including 
multiple active security elements with AI based 
monitoring, as well as extensive policies and 
training. The goal is IP protection.  
 
But even after all that fortification, modern 
supply chains require that sensitive data be 
shared with third parties. Once the data exits the 
“4 walls”, the level of protection changes, relying 
on often weaker security procedures, policies, and 
technology of globally distributed vendors.  
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How do security / IP leaks occur? 
 
Think of cyber security defenses as castles, for lack of a better description, that include 
multiple active security elements with AI based monitoring, as well as extensive 
security policies and training. Those are all necessary to protect against attacks. But 
even after all that fortification, there is a weak link in the industrial complex. Modern 
supply chains require that sensitive data be shared with third parties. Once data exits 
the castle, the levels of protection change. Instead of their castle’s defenses, companies 
must rely on the security policies, procedures, and technologies deployed by their 
vendors. This is where leaks most often occur.  
 
Here is an example. A big company, or defense organization, hands out critical 
intellectual property to a smaller vendor. This could be for the purposes of contract 
manufacturing services, or for maintenance contracts for field assets. The smaller 
vendor puts the files in a secure network share, and they are still protected, but 
admittedly, in a security framework that is less capable than the castle. These smaller 
vendors, because they lack the defense of the castle, are a popular target for 
sophisticated state actors. To make matters worse, the smaller vendors usually work 
with subcontractors. The sensitive files that went out to the initial tier one vendor 
sometimes find their way into subcontractor networks with new infrastructure risks 
that are even further removed from the castle. This is a pervasive problem; some 
analyst’s surveys conclude that up to 80% of organizations have experienced a data 
breach through this kind of vulnerability.  
 
How can businesses combat threats resulting from supply 
chain collaboration vulnerabilities? 
 
Many of the problems can be traced back to the very concept of files. Files, by design, 
are meant to be transferred, including person to person. Once transferred, they can be 
taken out of a secure network. Traceability often disappears. To combat this, companies 
are investing in technologies to provide secure, traceable content access to their supply 
chain without providing the files. This file-less web content approach provides the 
information but does not require the file transfer. By providing web content only, you 
can better maintain the security of the information.  
 
If you do have to provide the files, then session-aware watermarking is a great 
deterrent. This technique dynamically watermarks the content with user- or 
organization-identifying information, as well as all the normal distribution notice and 
release status information. This ensures that when content is viewed in the browser, it is 
watermarked with necessary information. Likewise, when the underlying files are 
downloaded, as PDFs for example, they can also be watermarked with the same 
information that was seen in the user's browser. This greatly improves traceability of 
files when you need to share them.  
 

https://www.anark.com/


      Addressing Model-based IP Security and Digital Rights Management (DRM) 

www.anark.com                     PAGE   4 © 2021 Anark Corporation.  All Rights Reserved. 

Are there additional advantages of utilizing a file-less web 
content approach?  
 
There are several other advantages to using file-less web content. File-less web content 
lends itself naturally to graphical collaboration and markup, and live discussion feeds. 
These real-time collaboration capabilities support workflows that deter files from 
leaving the secure network. During collaboration, you need to minimize opportunities 
or even the temptation to work around security policies by emailing files and using 
other unsecured file transfer workflows. Eliminating points of egress and replacing 
outdated workflows with more secure approaches reduces the risk of leaks. 
 
Additionally, file-less web content does not require expensive file-based viewer 
applications for viewing 3D CAD, drawings, schematics, and other sophisticated 
technical data. Instead, you use a secure browser on any device.  
 
How can a company redact data in specific source files? 
 
Redacting data from shared content is one of the best ways to prevent that data from 
being leaked. For sophisticated technical data, like 3D CAD, where some of the most 
sensitive data can appear, recipe-based publishing services that allow the automatic 
redaction of sensitive IP is essential. Taking it a step further, you can parse the 
information and apply recipes as needed for different types of recipients. We just 
completed a study with a government organization where we validated their ability to 
redact specifically identified confidential information from the 3D CAD data that is 
going to be provided to their external suppliers.  
 
Is file-based digital rights management (DRM) and 
watermarking sufficient? 
 
No, because the content can exit your secure network. Therefore, file-based DRM and 
watermarking should be considered a calculated risk. Sometimes it is impossible to 
work with a third-party supplier without providing files. In those cases, you are going 
to provide files that leave the high security of the castle. But in most cases, the use of 
file-less web content is not only acceptable, but often preferred for its ease of use. This 
fully traceable approach will significantly improve your supply chain cybersecurity. 
 
Are companies favoring one approach over another: file-
based or file-less? 
 
Most companies are using a combination of these approaches. Traditional supply chain 
information sharing has always been conducted with files. But increasingly, aerospace, 
defense, and companies from other industries are implementing a hybrid approach, 
including the use of session-aware watermarking on file-less web content, as well as on 
any files that are downloaded and shared.  
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While there is a clear need to increase security, there are still some exceptions where 
they need to share the files. Over time, expect the file-based approach to fade out. But 
for now, it is a calculation of risk that every company needs to think about. 
 
Ultimately, the increased security of using file-less web content enables organizations to 
improve information stewardship. If downloading is not provided, every access to the 
content is tracked in the web browsers log with session-level information for complete 
traceability. And there are no transferable files that can end up on someone else’s file 
share, even if it is behind a secure network. The data does not leave your custody or 
stewardship.  
 
An often-overlooked reason to use session-aware watermarking for both web content 
and for downloaded files, is to apply vendor identifying information. While many use 
watermarking for distribution notices, release status, and other process-oriented 
information; most companies do not typically imprint the content that's being received 
by the recipient with the recipient’s information. However, this is a critical element 
because it informs the vendor of their personal role in maintaining security. It can be 
marked with their company, or it could be the user's credentials. If there is ever a leak, 
that type of information can help trace the leak back to the source.  
 
What are the major areas in a company where file-less web 
content is common? 
 
The most common areas using this technique in organizations are supply chain for 
manufacturers, and field service. One specific supply chain example is when 
procurement or supply chain management is exchanging sensitive information during 
RFx, bidding and the negotiation process, as well as order to remittance.  
 
Another area of potential leaks is during field service maintenance and repair projects 
where technical information needs to be provided to vendors to service assets in the 
field. There is often a surprising amount of sensitive information that can be found in 
field service technical content that percolates from the work instructions related to 
servicing and maintaining these assets as well as engineering data used to create that 
information. And that environment, for many reasons, tends to be more casual from a 
security perspective. That makes it an important area to secure. 
 
Concluding Thoughts 
 
As companies become more security focused, it’s important to consider the right 
balance of session-aware watermarking and file-less web content as a key component of 
an overall security strategy. Protecting intellectual property is imperative, and the best 
way to do that is by preventing your data from ever leaving your sight. 
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